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Mastering privileged
access management 2.0

Human, non-human, everything in between and beyond ‘ - / ./




Factors driving the identity landscape

Fragmented identity
stack

Disconnected tools
creating operational
inefficiency

Compliance

Regulatory
requirements shaping
purchasing decisions

Machine identity
explosion

APls, service accounts,
bots, agents, and
certificates proliferating

Third-party risk

Business continuity
concerns mounting due to
vendor access concerns
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Hybrid security silos

Consistent privileged
governance nearly impossible
across on-premises, cloud,
and hybrid infrastructure



When PAM was about control, not context

Traditional PAM
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Privileged account Remote
governance password reset
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Certificate life cycle
management

Privilege elevation
and delegation
management
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True PAM maturity goes beyond human identity governance

Human

«  Employee user accounts

« Privileged admin accounts

« Developer accounts

« Third-party vendor user accounts

« Privileged user accounts

« Break-glass / emergency access accounts
« On-call /incident response accounts

« Shared admin accounts

Non-Human

Applications

Microservices APIs & APl keys
Service accounts

Kubernetes service accounts
Serverless functions

Batch jobs / schedulers

SSH keys

TLS / SSL certificates and more.
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What constitutes modern privileged access management?

Modern PAM
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Least-privilege access
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Non-human identity
management
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Privileged task
automation

Zero Trust privilege
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Cloud access
security

Privilege threat
detection and response
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Endpoint privilege
management
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Vendor access
management

GRC
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Let's enter the simulation
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A case of access overdosing

A global aerospace manufacturer supports production and
maintenance systems using a mix of full-time engineers and
contract specialists. These users routinely require privileged
access to endpoints, application servers, and deployment
tools for testing, patching, and release activities.

To avoid delays, privileged access was historically granted as
standing administrative rights, with shared credentials and
broad permissions across systems.

| |
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The problem

No centralized onboarding or
discovery of privileged users and
assets

Privileged credentials shared
informally, increasing exposure

Static roles with overprovisioned
access

No time-bound or task-bound
access controls

Full admin shells available even for /
routine operations £ 4




Enforcing least-
privilege and Zero
Trust access with
PAM360

To eliminate standing
administrative access while
maintaining operational
efficiency, the aerospace
manufacturer restructured its
privileged access model across
users, endpoints, and
applications.

Centralized onboarding and discovery
of all privileged users and assets

4

Vaulted credentials and brokered
access to them only when necessary,
to whom it was necessary

N

Role- and policy-based access aligned
to task and responsibility

4

Just-in-time privilege with
monitored sessions

N2

Ephemeral roles and time-bound
elevated access

N2

Command-level and application-
level restrictions
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We stopped
assuming access
was safe just
because the user
was legitimate.

- Vice president of IT

Removal of standing local
— administrator rights on endpoints

AN
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Let's simulate its process

Least-privilege access

Zero Trust privilege
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PAM360
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Authentication
Active Directory
Microsoft Entra ID
LDAP

SAML Single Sign-On

RADIUS

Smart Card / PK1 / Certificate

Two-Factor Authentication

Super Administrators

Settings

Log Level

Export / Offline Access
Mail Server Settings
Proxy Server

Remote Host

General Settings

Resource Config
Discover Resources
Password Policles
Resource Additional Fields
Account Additional Fields

Resource Types

Connections
RemateApp

Gateway Server Settings
Session Configuration
Landing Servers

5SH Proxy - Remote Connect

Zero Trust
Configuration
Trust Score
Access Policy

Conflict Resolver

Privilege Elevation

Allowed Apps/Scripts
Manage Commands

Application Control

Customization
Roles

Password Reset Listener
Auto Logon Helper
Rebrand

Email Templates
Message Templates
Password Reset Plugin

SSH Command Sets

SSH/SSL Config

Schedules

55H Policy Configuration
Notification Settings
Certificate Sharing
Tickets

PGP Keys

Additional Fields
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Case 2

The vendor access puzzle




A case of
uncontrolled
third-party
privileged access
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The main strategic partner of the financial sector in
Guatemala and the largest ATM network in Central
Americais responsible for overseeing a vast ATM
infrastructure and managing the secure movement of
cash across the country.

To support operations, the organization relies heavily on
third-party vendors and external service providers for ATM
maintenance, software updates, and incident response.

To reduce risk and maintain operational continuity, the
organization sought to streamline third-party privileged
access routines and establish centralized, controlled
access to sensitive endpoints and critical systems, without
disrupting vendor-led operations.

It also needed to monitor, record, and audit all vendor
operations.
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Least-privilege

Onboarding access

Offboarding

Practice complete
governance over all
onboarded privileged users

Take an alternate, secure
approach to VPN-based
vendor

remote access

Prevent credential exposure
and network infiltration

Limit the visibility to simply
the necessary endpoints
without exposing other
sensitive entities

Least-privilege access
across your enterprise

Temporary, requisite access
privileges to critical systems

Access policies at a
granular level

Prevent lateral entry into the
network

Audits all privileged activity
in the network

Streamlined employee
offboarding process

Eliminate post contract
credential exposure

Deem standing privileges
null and void

Eliminate insider threats
from ex-employees
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Let's simulate

Vendor access management

Privileged task automation




Two-Factor Authentication is not enabled yet! Turn it on to add an additional layer of security to PAM360.
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Two-Factor Authentication is not enabled yet! Turn it on to add an additional layer of security to PAM360.
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PAM360
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Case 3

Extended, hybrid environments
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Hybrid privileged account
management case

As the organization modernized its IT landscape, it
adopted a hybrid operating model, running critical
workloads across on-premises data centers and multiple
public cloud platforms.

While privileged access controls were well established in
the on-premises environment, cloud identities, roles, and
permissions began to grow independently of existing
PAM processes.
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The problem

+ Fragmented visibility into users, roles,
services, and associated risks

« Cloud identities provisioned outside
PAM, creating unmanaged privilege
paths

+ Excessive and persistent permissions
with no continuous review

+ Misaligned least-privilege enforcement
between on-premises and cloud
workloads

« Manual privilege management leading to
configuration drift and errors <Q

« Insufficient audit context for cloud <Q
privileged actions



Extending PAM to multi-cloud environments
with PAM360's fully automated and native CIEM

Analyze and
determine
excess
privileges

Discover users,
roles, services,
and entitlements

Identify
misconfigurations
and inadequate
separation of Right-size
duties privileges with
dynamic least
privileges

i/

Context-driven

PAM360's remediation
CIEM controls
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Let's simulate

Cloud access security
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High-Risk Cloud Accounts
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Two-Factor Authentication is not enabled yet! Turn it on to add an additional layer of security to PAM360.
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Security leads to compliance,
not the other way around

Instead of building to
pass audits,
organizations must

‘Q; ; L; build systems that

A can’t help but be
compliant because
Checkbox Security-first they’re inherently
approach approach secure, automated,

and observable
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v/ Ildentity360

ManageEngine

A
/25 AD360

ManageEngine

PAM360

.

ManageEngine's identity fabric

Workforce IAM

Identity governance
and administration

Identity threat

detection and response

Authentication

Identity
management

Access
management
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Cloud
Applications
Endpoints
Identity
Network

Third-party



ManageEngin@

Complete your IT puzzle with PAM360

Unified service management UEBA, SIEM, and SOAR Identity governance
r’j ManageEngine
ManageEngine ¥ Log360 ManageEngine
~ ) ServiceDesk Plus Cloud ADSelfService Plus

ManageEngine
EventLog Analyzer

ManageEngine ManageEngine

~ ) ServiceDesk Plus ADManager Plus
ManageEngine
PAM360
Business intelligence Observability Privileged task automation
ManageEngine ManageEngin@ Zoho
U I.P Analytics Plus Network Configuration Manager Qntrl @ Flow



Security posture
Access governance Zero Trust Incident response Automation management

©00 06000

Vaulting and JIT and least
account governance privilege access

The unified PAM
platform from

Privilege session Vendor access
management j management

ManageEngine
PAM360

Secrets \ Cloud infrastructure and
management entitl T t

ManageEngine

Endpoint privilege Threat detection
management and response

Artificial Intelligence Automation and
Marketplace and Machine Learning Orchestration
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Endpoints Employees Vendorsand etworksand Cloud Workloads

contractors applications
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